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Introduction
If you’re based—or advertise to prospects—in Europe, there’s a pretty decent chance you’re
familiar with the General Data Protection Regulation (GDPR).
It’s a package of new legislative rules being introduced by the European Union to make it easier
for residents of EU countries to protect their personal data online. The regulation was officially
approved on April 27, 2016, and will formally go into effect across the entirety of the EU by May 25,
2018.
And it’s being heralded as “the most important change in data privacy regulation in 20 years.”

Basically, if you’re based in the EU or you “offer goods or services to, or monitor the behavior of,
EU data subjects,” the GDPR will force you to be more transparent regarding the kinds of personal
data you collect and what you do with it. Furthermore, prospects must give their expressed
consent for you to harvest and utilize that data.
No tomfoolery. No shenanigans. Only the utmost transparency.
As you can imagine, this gives consumers more power over their personal data.
It also bolsters their rights to know about breaches, to see exactly what you know about them ondemand, and to be “forgotten.” If they don’t want you to have their data, you must respect their
authority. Failure to comply will result in lofty fines (4% of global annual revenue).
Businesses the world over have been scrambling to become GDPR compliant before the
regulation takes effect on May 25, 2018. Facebook is one of those businesses.
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In this guide, you’ll find out…
•

What the GDPR is

•

How Google AdWords will be impacted by the GDPR

•

How Facebook will be impacted by the GDPR

•

How to acquire consent

•

A GDPR Checklist

What you won’t find is legal advice, since this article does not constitute legal advice, nor is this
information intended to create or rise to the level of an attorney-client relationship. You should
seek professional legal advice where appropriate.
With that in mind, let’s get to it!

GDPR Crash Course
Unlike EU directives, which require further action on behalf of member nations’ governments to
enact, the GDPR is (as its name states) a regulation: The rules will immediately become legally
binding on May 25, 2018, with no further action or measures required from EU member states.
The regulation is based on the foundational idea that every citizen of the EU has the following
rights:
•

Right to be informed

•

Right of access

•

Right of rectification

•

Right to erasure

•

Right to restrict data processing

•

Right to data portability

•

Right to object

•

Rights of automated decision-making and profiling
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Why is the GDPR necessary?
Many European countries already have their own robust data collection and storage laws, but the
GDPR’s purpose is to make safeguarding users’ data stronger, easier, and more uniform across the
European Union, unifying existing data protection regulations across its 28 member states.

This makes it easier for European consumers to take a more proactive role in how data about
themselves is shared and retained by private enterprises.
It also offers businesses overseas a single regulatory framework to which they must adhere,
rather than the patchwork of various laws and protections currently in law across the EU.
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This could be a considerable benefit to companies that market to several EU member states, as
the GDPR will supersede all existing data privacy and protection laws currently upheld by the EU’s
member states.

Data covered by the GDPR
Virtually all data pertaining to individuals residing in the European Union will be protected by the
GDPR.

This includes uniquely identifying information—official documents like Social Security numbers
in the U.S. and Social Insurance Numbers in Canada—and information routinely requested by
websites, including:
•

IP and email addresses

•

Physical device information such as a computer’s MAC address

•

Individuals’ home addresses

•

Dates of birth
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•

Dates of birth

•

Online financial information

•

Online transaction histories

•

Medical records

However, that’s not all the GDPR is intended to safeguard.
The legislation also protects user-generated data such as social media posts (including individual
tweets and Facebook updates), as well as personal images uploaded to any website, including
those that do not feature the likeness of the person who uploaded the image. It also covers any
other uniquely personal information commonly transmitted online.
Essentially, the GDPR protects all personal user data across every conceivable online platform.

The GDPR and overseas businesses
It doesn’t matter if your company is based in Toronto, Shanghai, Austin, or Cape Town: if you
market to people in the EU, you are beholden to the legislation’s laws on how the user data of EU
nationals is processed, gathered, and stored.
The GDPR states that EU nationals must not only give their express permission before a company
can process or store their data—regardless of where that company is located—but also that
companies must provide EU nationals with clear, easily understood opt-in processes that expressly
state how users’ data will be stored, processed, or used.

Let’s talk about Brex(it)
Great Britain’s forthcoming exit from the European Union will have absolutely no impact on the
EU’s expectations for GDPR compliance whatsoever.
Ironically, had Britain decided to remain in the EU, British consumers could have also looked
forward to enjoying the kinds of robust protections offered by the GDPR alongside their
counterparts on the Continent, instead of dealing with what could accurately be described as one
of the most Orwellian domestic surveillance programs in the world.

Essentially, the GDPR protects all personal user data across
every conceivable online platform.
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Regardless of what Britain decides to do with its own privacy and data protection laws (such
as they are), British companies will have to adhere to the exact same rules and regulations as
companies located anywhere in the world. Given the utter chaos that has largely defined Britain’s
Brexit “strategy,” it’s unlikely that GDPR compliance clauses will be negotiated as part of broader
exit terms.
One thing that is practically guaranteed, however, is that British companies cannot (or should
not) expect special treatment when it comes to the GDPR, and should prepare accordingly.
EXPECTATIONS OF OVERSEAS BUSINESSES

It will be the responsibility of a company’s
Data Protection Officers (more on that in a
minute) or data controllers (ditto) to ensure
that European users’ data is being sufficiently
protected and/or anonymized; it will be the
data controllers who will be among the first to
be held to account if breaches or violations are
reported.

Controller vs. Processor
A data controller handles personal data.
A data processor processes personal data for other
data controllers.
Odds are, your business only falls into bucket
A. Facebook and Google? They’re both A and B,
depending on the day of the week.

Under the GDPR, data controllers will be

The GDPR treats the data controller as the

expected to report all possible data breaches

responsible party for things like collecting consent,

to the relevant EU authorities within 72 hours
of detection. Furthermore, users affected
by data breaches must also be notified by a
company’s data controllers, with the exception

managing consent-revoking, and enabling right to
access. If a prospect wants to escape from your
funnel, they simply contact you and you initiate
their request (even if their data lives elsewhere
like, say, Facebook); it’s your job to ensure that the

of compromised pseudonymized data,

request is met, even if that means reaching out to

which is not subject to the same reporting

your data processor to do so.

requirements as non-anonymized data.
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Something else companies dealing with the GDPR will have to reckon with is storing records of
user consent. Although it’s difficult to say with any certainty, I’d wager most companies keep
minimal (if any) records concerning users’ consent to have their data stored or processed, but this
will be an expectation — and legal requirement — under the GDPR. Companies must be able to
prove that a specific user not only gave their initial express consent to have their data stored, but
also that the user’s consent records are accurate and up to date.

What’s a DPO and do you need one for your business?
You may have a legal obligation to hire a Data Protection Officer (DPO) to ensure compliance with
the GDPR. However, there are exceptions. You only have to hire a DPO if:
•

Your organization is a public authority (i.e. a company that exercises control over the
maintenance of public infrastructure or has broad powers to regulate public property)

•

Your organization is engaged in large-scale systematic monitoring of user data

•

Your organization processes large volumes of personal user data

Unfortunately, the official text of the GDPR as it stands today is unclear regarding the definition
of “large-scale” data processing. Based on GDPR Recitals—legal texts that establish the reasoning
behind certain acts within an item of legislation—we can infer the following…
Basically, if the data processing your company engages in as part of its day-to-day operations is beyond
the realistically manageable workload of two professionals, it could be argued that this data processing
is “large scale.”
Prepare accordingly.
GDPR AND THE CLOUD

While we’re on the topic of whether you need to hire a Data Protection Officer to comply with the
GDPR, it’s worth mentioning that companies that rely upon cloud-based storage providers will not
be exempt from the GDPR.
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If your company uses Amazon Web Services, Google Cloud, or Microsoft Azure, you will NOT be
able to blame Amazon, Google, or Microsoft for failure to comply with the GDPR. In fact, you can’t
blame anyone else.
Ignorance of the law is not a valid excuse for breaking it, and your business will be punished
accordingly.

What counts as ‘pseudonymized data’ under the GDPR?
Pseudonymized data is “data rendered anonymous in such a way that the data subject is not or no
longer identifiable.”
It’s the aggregate data you use to craft remarketing audiences in AdWords and Custom Audiences
in Facebook.

Essentially, this means that all identifying information regarding an individual user must be
removed entirely from all stored or processed data so that the identity of a specific user cannot be
revealed — even to the company or authority responsible for anonymizing the data itself.
Remember earlier when we went over the kinds of identifying information protected by the GDPR?
Well, it doesn’t end with dates of birth, Social Security numbers, or financial information.
The GDPR also protects information such as a person’s…
•

Religious, philosophical, or political beliefs

•

Sexuality or sexual orientation
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•

Records of membership to organizations such as labor unions

•

Genetic or biometric data including fingerprints and DNA

Since this data is protected by the GDPR, the measures a company takes to pseudonymize its data
must ensure these data points are also removed completely.
The primary reason that the GDPR uses the term “pseudonymized data” rather than “anonymized
data” is largely one of pragmatism.
It’s very difficult to completely remove all identifying information about a user. Truly anonymized
data falls outside the jurisdiction of the GDPR, but given that it’s highly unlikely many data
controllers would either be able or willing to truly and completely anonymize their users’ data, the
GDPR uses the definition of pseudonymous data instead.

Failure to comply
In short: if your business doesn’t follow
the letter of the law, the EU will bring the
hammer down.
It goes a little something like this…
•

A standard threatening letter (of
course)!

•

Regular periodic data integrity
audits

•

A fine of up to €20 million
(approximately $23.5 million USD)
or 4% of your company’s worldwide
turnover

0-100 real quick.

Now that you’ve got a general understanding of what the GDPR is and how important it is for your
business to comply, let’s dive into the specific ways in which these stringent privacy regulations will
impact AdWords and Facebook.
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STOP WASTING
MONEY IN ADWORDS
Get actionable advice on how to improve your account now
with WordStream’s FREE AdWords Performance Grader.

GRADE YOUR ACCOUNT
www.wordstream.com/google-adwords
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How Will the GDPR Affect AdWords?
The good news: search is safe(ish)
Search, plain old intent-based search, requires no personally identifying information. Today, at
least, a search query doesn’t constitute “personal,” regardless of its contents.

Provided you aren’t using any kind of remarketing or conversion tracking, you won’t need to do
anything at all. Google is the controller and there is no processor; you’re just along for the ride.
This is great for, say, Coca Cola’s next branding campaign in which impressions are the only metric
that matter; for small businesses, not so much.

When you want to learn something—or create audiences—based on the tangible business value
created by all those clicks you’re paying for, things get messier.

Cookies, Remarketing, and RLSA
Do you use Google Analytics, Tag Manager, or the AdWords Remarketing code on your site to build
valuable, bottom-of-the-funnel audiences?
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(Gosh, I hope the answer’s yes…)

If so, you must obtain consent.
Per Google,

“Advertisers using AdWords will be required to obtain consent for the use of cookies
where legally required, and for the collection, sharing, and use of personal data for
personalized ads for users in the EEA. This includes use of remarketing tags and
conversion tags. Where legally required, advertisers must also clearly identify each
party that may collect, receive, or use end users’ personal data.”
In plain English, this means that if you’re using a Google product to track the on-site action of
prospects in order to serve personalized ads down the line, you must acquire their consent
to do so.

Exceptions: Customer Match and Store Sales
There are two instances—Customer Match and uploaded Store Sales data—in which Google
acts as both a controller and a processor of personal data, meaning that they simultaneously
determine the purposes of data while processing data you control.
The exact language they use is as follows (note that you are “the customer”):
“When we handle end user personal data, the customer and Google will each act as independent
controllers under the GDPR, except for the Customer Match and Store sales (direct upload)
features, where Google will act as the customer’s processor for customer-provided personal
data.”
As such, in these situations you are responsible for ensuring that the data Google is processing
complies with the GDPR.
Customer Match is a tool that allows you to upload a CSV file loaded with customer data to target
specific groups within AdWords.
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Since you’re relying on data that’s by no means pseudonymous to create your Customer Match
audience (email, phone, name, and zip code are all pretty identifying), you’ll need to be able to
prove that you acquired explicit, opt-in consent from each member of your database; doing so
simply isn’t Google’s problem.
Store Sales refers to the ability to the ability to import offline transaction data into AdWords, at
which time Google matches transactions data with AdWords user information.
In addition to the same personally identifying
information implicated in Custom Audiences, when
it comes to Store Sales there’s also a chance that
financial data could be appended and, thus, there is a
clear need for informed consent under the GDPR.
Now, the majority of advertisers aren’t using either of
these valuable tools, but the ones that are will need
to be able to prove to prospective auditors that the
information uploaded for Google to process on their
behalf is kosher.
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How will the GDPR affect
Facebook advertising?
What does Facebook have to say about the GDPR?
Unless you’ve been living under a rock for the last month or so, you’re aware of Facebook’s
recent woes regarding the handling of user data. As such, they’re making a concerted effort to be
transparent and proactive regarding GDPR protections.

The social network’s GDPR preparations are focused on three cornerstone commitments:
•

Transparency

•

Control

•

Accountability

While that sounds vague and buzzwordy, it’s straightforward: Facebook is going to make it easier
for people to figure out what Facebook knows about individuals based on the data they share on
their Facebooks, and they’re going to make a concerted effort to care a bit more about how other
entities—namely advertisers—handle said data.
With that, here are the key ways in which Facebook’s response to the GDPR—and thus, the GDPR
itself—will impact you as an advertiser.

Will the Facebook Pixel be impacted?
Per Facebook, anyone using a Facebook Pixel “will have obligations under the GDPR.”
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In their “Guide to Consent,” Facebook lists examples of instances where you might need to obtain
consent from prospects such as...
•

Retail websites that collect data about the products people view for the purposes of ad
targeting

•

Blogs that use cookies to collate aggregate demographic data about readers

•

Facebook advertisers who install the Facebook Pixel to measure ad conversions or
retarget prospects on Facebook

Acquiring consent is simple.

Per Facebook, anyone using a Facebook Pixel “will have
obligations under the GDPR.”
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You need to tell people on your site what, how, and why you track their data, and they need to
agree to it. This can happen by using a cookie bar or requesting consent at sign up, a la Facebook:
For more information on this and GDPR compliance, I strongly recommend visiting the EU and
Facebook links above, respectively.

What About Instagram?
According to the Verge, 60% of people don’t know that
Instagram is owned by Facebook.
That being said, since Facebook owns Instagram, Instagram
will be as GDPR compliant as Facebook is at all times.
You don’t need to do anything extra to use Instagram ads or
acquire additional consent to leverage consumer data as a
targeting method on the photo-centric platform. The same
goes for Messenger and WhatsApp.

An Extra Step for Custom Audiences
Just like with AdWords, this is where things get tricky. Time to revisit that whole “data controller vs.
data processor” thing.
When you place the Facebook Pixel on your site, Facebook—not your business—is the data
controller; this means that they are responsible for informing your prospects of the fact that their
personal data is being processed and leveraged as targeting across their various properties.
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STOP WASTING
MONEY IN ADWORDS
Get actionable advice on how to improve your account now
with WordStream’s FREE AdWords Performance Grader.

GRADE YOUR ACCOUNT
www.wordstream.com/google-adwords
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Conversely, when you upload a custom audience to Facebook using a data file, Facebook is merely
a data processor. As such, you will be responsible for complying with GDPR standards before that
information is uploaded to Facebook for use as a targeting method.
How?
Facebook is in the process of developing a Custom Audiences
permission tool that will require you to provide proof (it isn’t
currently known what “proof” will consist of) that you acquired
consent.

Leads Ads: A tricky proposition
Facebook Lead ads are a fantastic business tool; in some
accounts, they’re the most powerful weapon in your advertising
arsenal.
As such, they come with their own very special red tape!
According to Facebook, “In the case of lead ads, both Facebook
and the business are data controllers, thus, both parties are
responsible for ensuring compliance.” How fun!
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Basically, this means that both you and Facebook need to let your prospects know that you’re
processing their data. Luckily, Facebook makes it simple to link your lead ad to your privacy policy,
allowing you to collect consent in real time.

Acquiring Consent
Your responsibility is…
To do exactly what Google and Facebook are doing!
You need to inform your prospects of the kinds of data you’re collecting, what you’re doing with it,
who else will see it, and ensure “a relevant legal basis (for example, consent, contractual necessity
or legitimate interests)” for your use of consumer data.

Affirmative consent
In the simplest terms possible, compliance with the GDPR means you have to switch from
an “opt-out” approach to an “opt-in” approach. Phrased differently, this opt-in principle is
called “affirmative consent,” meaning every prospect must give their express permission to you
before you can add that person to a mailing list or serve personalized ads across Google and
Facebook’s respective products.
It might look something like this:

Or this:
Yes, I would like the ads I view to be personalized. I have read and understand the privacy
policy for this function (optional).
…and live on your website, of course.
You cannot assume permission with a pre-checked box or, worse, nothing at all. Instead, the user
must take a clearly defined action.
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Privacy Policies and the GDPR
Under the GDPR, affirmative consent laws will be strengthened significantly.
This means that companies conducting business with EU nationals will no longer be able to
bury hidden clauses in lengthy, verbose terms of service agreements or otherwise obscure their
intentions through legal trickery.
Rather, you must clearly answer in plain language in a place that’s easily accessible (linked to from
your request from consent, even):
•

Who is your data controller?
◊

This is probably your business. In the event another party is charged with making
decisions regarding the data you collect, they must be identified. If you have a Data
Protection Officer (DPO), they should be identified here, too.

•

What decisions do you make with data collected?
◊

If you make automated decisions with personal data collected—credit scoring or
employment screening, for example—you must inform users.

•

What are you collecting?
◊

•

Outline everything you collect from users.

What will you use it for?
◊

Outline everything you’re going to use that data to accomplish. For our purposes,
this will include ad personalization.

•

How long will the data be stored?
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•

Is it mandatory?
◊

Can someone use your service without providing you access to personal data?
How will the lack of personalization impact their experience?

•

Do you transfer data internationally?
◊

•

If so, for what purposes and what protections are in place?

Who else has access to it?
◊

Do you share collected data with other parties? If so, which data and for what
purposes?

Once you’ve obtained consent, you must also retain records of doing so for each user and give
them the ability to revoke consent upon request. If you decide you’d like to do something with
their data that you didn’t explicitly outline in your privacy notice, you must notify users of this
change (and, again, give them the opportunity to opt out).
Note that if you use third-party data (from a provider like Oracle), you are responsible for using
“commercially reasonable efforts to ensure the operator of the third-party property” complies with
the protocols for consent outlined above.

GDPR and Beyond
The GDPR promises to be one of the most far-reaching and ambitious consumer protection
programs ever devised.
However, although the implementation of the GDPR is likely to cause some businesses more
difficulty than others (such as enterprise firms that offer “big data” products), it’s important to
remember that this legislation is being introduced to protect users’ rights in a time at which almost
every conceivable aspect of our lives is stored online – and is highly vulnerable to exposure and
exploitation.
For any business attempting to reach prospects in the EU, ensuring GDPR compliance across the
board is necessary. And while it isn’t required for you to extend the same courtesy to prospects
in the US, doing so would go a long way to assuage the privacy-related concerns of your potential
customers.
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GDPR Checklist
The GDPR makes it easier for residents of the 28 EU countries to protect their personal
data online. The regulation will formally go into eﬀect across the EU by May 25, 2018. If
you’re based in the EU or you “oﬀer goods or services to, or monitor the behavior of, EU
data subjects,” you are subject to its rules.

“Am I a Controller or Processor?”
A data controller handles personal data; a data processor processes personal data for other data controllers. If
you store or process any information about living people, you are a controller and are responsible for
acquisition of consent and storage of data. If you’re reading this, you’re probably a controller.

Protected Data

GDPR-Prooﬁng Your Privacy Policy

• IP and email addresses

In clear, understandable language, you have answered the
following questions in your privacy policy…

• Physical device information such as a computer’s • MAC
address

• Who is your data controller?

• Individuals’ home addresses

• What decisions do you make with data collected?

• Dates of birth

• What data are you collecting?

• Online ﬁnancial information

• What will you use that data for?

• Online transaction histories

• How long the data be stored?

• Medical records

• Is the data it mandatory for your service to function?

• Religious, philosophical, or political beliefs

• Do you transfer data internationally?

• Sexuality or sexual orientation

• Who else has access to the data?

• Records of membership to organizations such as labor
unions
• Genetic or biometric data including ﬁngerprints and DNA
• User-generated data such as social media posts
(including individual tweets and Facebook updates)
• Personal images uploaded to any website
• Any other uniquely personal information commonly
transmitted online.

Acquiring Consent

Managing Data Responsibly
Once consent is granted, users can…
• Find out what you know about them with reasonable
ease
• Revoke consent without fear of punishment
For the purposes of compliance, your records of consent
obtained include…
• When they consented
• What disclosures were made at the time they consented;

Is your site’s method of acquiring consent…

• How consent was obtained

• Informed: Is your privacy policy readily available?

• Whether or not they have withdrawn consent

• Freely given: Are users opting-in rather than an
opting-out?

Data breach?

• Veriﬁable: Is data regarding when consent was given
and what was consented to stored properly?

• Report it to relevant EU authorities within 72 hours of
detection

ABOUT WORDSTREAM
WordStream, Inc. provides software and services that help marketers get the maximum results from their online
marketing efforts. WordStream’s easy-to-use software allows for more effective paid search and social campaigns
with the 20-Minute Work Week, a customized workflow that guides marketers through steps that can greatly improve
their AdWords, Bing, Yahoo, and Facebook campaigns, plus tools for call tracking, keyword optimization, and more.
WordStream also offers an award-winning free PPC tool, the AdWords Performance Grader, which evaluates users’
Google AdWords accounts and provides valuable tips for improvement. WordStream is a Google Premier Partner.

THE ULTIMATE GUIDE TO THE GDPR FOR ADVERTISERS

24

